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Abstract: SoC security has received significant attention over the past few years. Automation, metrics, 
standards, and development of computer-aided design (CAD) solutions to provide pre-silicon security 
vulnerability extraction and countermeasure is still a work in progress. There are numerous security 
vulnerabilities that must be identified through the course of the design process and addressed before the design 
is sent for fabrication. Examples include power and EM side channels, fault injection, information leakage, 
access control, and more. This talk discusses the challenges in developing CAD for SoC security, and presents 
sample solutions to provide countermeasure at various stages of the design process. 
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